
 

Table Of Contents 
 

Module 1: Installation & Initial Access ................................................................................ 1-1 

 BIG-IP ASM Overview ................................................................................................................. 1-1 

  Licensing and the Setup Utility .................................................................................................... 1-5 

 Provisioning ................................................................................................................................ 1-11 

 Installation and Setup Labs ......................................................................................................... 1-13 

  Lab – Install and Setup Labs ............................................................................................. 1-14 

  Lab – Licensing System Lab ............................................................................................. 1-15 

  Lab – Setup Utility Lab ..................................................................................................... 1-17 

  Lab – Configuration Utility Lab ....................................................................................... 1-20 

  Lab – Configuration Backup Lab  ..................................................................................... 1-21 

  Lab – Provisioning Lab  .................................................................................................... 1-22 

 

Module 2: Web Application Concepts ................................................................................. 2-1 

 Web Application Basics Overview  .............................................................................................. 2-1 

 Web Page Components ................................................................................................................. 2-4 

 HTTP Concepts ............................................................................................................................. 2-6 

 HTTP Request Components  ......................................................................................................... 2-7 

 HTTP Headers   ........................................................................................................................... 2-11 

 Using Fiddler   ............................................................................................................................. 2-14 

  Lab – Fiddler Lab .............................................................................................................. 2-18 

 

Module 3: Web Application Vulnerabilities ........................................................................ 3-1 

 Web Application Vulnerabilities Overview .................................................................................. 3-1 

 Risk Mitigation and ASM ........................................................................................................... 3-10 

  Lab – HTTP Vulnerability Lab ......................................................................................... 3-12 

 

Module 4: ASM Application Configuration ......................................................................... 4-1 

 Configuration Components ........................................................................................................... 4-1 

 Enabling ASM ............................................................................................................................... 4-4 

 HTTP Class ................................................................................................................................... 4-5 

 Virtual Servers  ........................................................................................................................... 4-12 

 SSL Termination/Initiation  ........................................................................................................ 4-14 

 HTTP Request Flow  ................................................................................................................... 4-16 

  Lab – ASM Application Configuration Lab ..................................................................... 4-17 

  

 



 

Module 5: Security Policy Overview .................................................................................... 5-1 

 Security Policy Properties ............................................................................................................. 5-1 

 Policy Enforcer  ............................................................................................................................. 5-3 

 Security Policy Configuration ....................................................................................................... 5-4 

 Security Policy Components  ........................................................................................................ 5-8 

  Lab – Flow Access Lab ..................................................................................................... 5-16 

  Lab – Attack Signatures Lab ............................................................................................. 5-28 

  Lab – Data Guard Lab ....................................................................................................... 5-33 

 Anomaly Detection  .................................................................................................................... 5-35 

  

Module 6: Traffic Learning ................................................................................................... 6-1 

 Learning Concepts ......................................................................................................................... 6-6 

 Violations ...................................................................................................................................... 6-8 

 Reporting Concepts ..................................................................................................................... 6-17 

  Lab – Traffic Learning Lab ............................................................................................... 6-23 

  Lab – Requests Lab ........................................................................................................... 6-25 

 

Module 7: Parameters ........................................................................................................... 7-1 

 Parameters ..................................................................................................................................... 7-1 

 Parameter Types  ........................................................................................................................... 7-2 

 Parameter Levels  ........................................................................................................................ 7-12 

 Learning Parameters  ................................................................................................................... 7-20 

  Lab – Parameters Lab........................................................................................................ 7-21 

 

Module 8: Security Policy Builder ....................................................................................... 8-1 

 Policy Builder ................................................................................................................................ 8-1 

 Wildcard Entities ........................................................................................................................... 8-8 

 Policy Building Methodology ..................................................................................................... 8-10 

 

Module 9: Security Policy Building Tools ........................................................................... 9-1 

 Deployment Wizard Concepts  ...................................................................................................... 9-1 

  Lab – ASM Deployment Wizard Lab  ................................................................................ 9-9 

 Policy Wizard .............................................................................................................................. 9-15 

 Policy Building Using Manual Process  ...................................................................................... 9-19 

  Lab – ASM Policy Wizard Lab  ........................................................................................ 9-21 

 

Module 10: Application-Ready Security Policy ................................................................ 10-1 

 Application-Ready Security Policy ............................................................................................. 10-1 

  Lab – Application-Ready Security Policy Lab  ................................................................. 10-9 

 



 

Module 11: XML and Web Services ....................................................................................11-1 

 XML Concepts ............................................................................................................................ 11-1 

 Web Services  .............................................................................................................................. 11-2 

 Implementation of a Security Policy for Web Services  ........................................................... 11-13 

  Lab – XML and Web Services Lab  ................................................................................ 11-14 

 

Module 12: Protocol Security Manager ..............................................................................12-1 

 Protocol Security Manager Overview ......................................................................................... 12-1 

 Protocol Security Manager for FTP Traffic  ............................................................................... 12-2 

 Protocol Security Manager for SMTP Traffic  ............................................................................ 12-6 

 Protocol Security Manager for HTTP Traffic  ............................................................................ 12-9 

 Protocol Security Manager Statistics  ....................................................................................... 12-14 

 Configuring Protocol Security Manager ................................................................................... 12-17 

  Lab – Protocol Security Manager FTP Lab  ................................................................... 12-18 

  

Module 13: Logs and Logging Profiles ..............................................................................13-1 

 Log Files ..................................................................................................................................... 13-1 

 Logging Profiles .......................................................................................................................... 13-5 

  Lab – Remote System Log Server Lab  .......................................................................... 13-13 

  

Module 14: Administering ASM  .........................................................................................14-1 

 User Management ....................................................................................................................... 14-1 

 Syncing Configurations ............................................................................................................... 14-6 

 ASM qkview ............................................................................................................................... 14-6 

 Upgrading to v10......................................................................................................................... 14-8 

  Lab – Administration Labs  .............................................................................................. 14-9 

 

Module 15: Configuration Lab Project  ..............................................................................15-1 

 Configuration Lab Project ........................................................................................................... 15-1 

 

Appendix A – Traffic Capturing using HTTPWatch ........................................................... A-1 

Appendix B – Regular Expressions .................................................................................... B-1 

Appendix C – New Features from Release Notes .............................................................. C-1 

 New Features for ASM v10 .......................................................................................................... C-1 

 Installation of ASM v10 ................................................................................................................ C-6 

 New Features for ASM v9.x ......................................................................................................... C-9 

Appendix D – Writing Rules for User-defined Attack Signatures  .................................... D-1 

Appendix E – Configuration Lab Project (Helpful Hints)  .................................................. E-1 

PowerPoint Slides Printout  .......................................................................................................  

 


